s

Social Crisis Management ]

B

kA
Imam Hussein
University

1

Vol. 17
Spring 2025

Research Paper

I

Received:
11 September 2024
Revised:
10 November 2024
Accepted:
01 November 2024
Published:
22 May 2025
P.P: 41-62

|

ISSN: 2008-3564
E-ISSN: 2645-5258

Information security risk management model in the
business integration process in banks and credit
institutions

Pegah Shayestehfar ** | Elham Moghadam niya 2| Amin Mohajer3

Abstract

Business processes are considered the cornerstone of banks and financial institutions,
but they are increasingly becoming the focus of attacks. In order to mitigate cyber attacks,
especially those involving critical business processes, information security risks should be
considered in the design of business processes. In this paper, the MARISMA-BP model
(MARISMA for Business) is proposed, which is a model for assessing and managing
information security risks for business process models. To demonstrate the applicability of
the proposed model, the MARISMA-BP model is applied to a business process scenario in a
bank. Based on the findings of the MARISMA-BP model, the intersection of these steps and
strategies for managing information security risks with business processes in banks and
financial institutions helps to improve information security and reduce risks, and ultimately
leads to increased trust among customers and other internal and external stakeholders and
business sustainability.

Keywords: Business process model; Information security risk assessment and
management; Risk paradig.
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1 Business processes (BP)
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1 Cyber-Physical Systems (CPS)
2 Information Technology (IT)
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1 AC: Accountability
2 AD: Auditability

3 AT: Authenticity

4 AV: Availability

5 CO: Confidentiality
6 IN: Integrity
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