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Abstract
Studying the history of cyber attacks on computer networks and rail transportation
systems shows the vulnerability of these systems and related subsystems against the
possible threats of intruders and attackers. In recent years, various implementation
Research Paper methods and guidelines have been designed and documented to improve the security
level of railway systems against the risks in cyberspace. The large number and wide
I variety in the scope of these documents shows the importance and necessity of safety
o and security against the current increasing and complex attacks in the cyber fields. In
Received: this regard, the market of new technologies and innovative industrial services in this
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Accepted: fleld shows a considerable growth. However, the risks of |nfqrmat|or_1 exchange space
06 November 2023 in the computer networks of the rail transport industry are still considered one of the

- most important challenges in this field. Therefore, in this study, in addition to
presenting a conceptual model, an attempt has been made to identify environmental
threats and gain awareness about the vulnerability of rail transportation systems against
cyber attacks, using a case example that includes the violation of the safety structures
of critical facilities in the rail transportation industry. to be In this study, it has tried to
investigate the existing vulnerabilities in the railway industry through the RAMS risk
analysis model. Therefore, for the case study of the current research, an attack tree was
used, which can provide the possibility of analyzing security and safety risks using
systemic approaches in the rail network in an integrated manner. Some findings of the
current research show that security risks in the rail network have the same importance
as safety risks, and therefore, coherent integration between cyber security and rail
transportation safety can increase the effectiveness of security measures in the rail
network.
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